
Practical Guide to Leveraging Common
Cryptographic Operations in Node.js
Cryptography is an essential tool for protecting data in transit and at rest. It
can be used to encrypt sensitive information, such as passwords, credit
card numbers, and medical records, so that it cannot be accessed by
unauthorized parties. Cryptography can also be used to create digital
signatures, which can be used to verify the authenticity and integrity of
messages.
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Node.js is a popular JavaScript runtime environment that can be used to
develop a wide variety of applications. The Node.js crypto module provides
a set of functions that can be used to perform common cryptographic
operations. These functions can be used to encrypt and decrypt data,
create and verify digital signatures, and hash data.
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To use the Node.js crypto module, you must first install it. You can do this
by running the following command:

npm install crypto

Once the crypto module is installed, you can start using it to perform
cryptographic operations. The following table provides a list of the most
common cryptographic functions in the Node.js crypto module:

| Function | Description | |---|---| | createCipher() | Creates a new cipher
object | | createDecipher() | Creates a new decipher object | | createHash()
| Creates a new hash object | | createSign() | Creates a new sign object | |
createVerify() | Creates a new verify object | | pbkdf2() | Generates a key
from a password | | randomBytes() | Generates a random buffer of bytes |

Encryption and Decryption

The crypto module can be used to encrypt and decrypt data using a variety
of algorithms. The following code snippet shows how to encrypt a string
using the AES-256 algorithm:

const crypto = require('crypto');

const algorithm ='aes-256-cbc'; const key = crypto.randomBytes(32); const
iv = crypto.randomBytes(16);

const cipher = crypto.createCipheriv(algorithm, key, iv); const
encryptedData = cipher.update('Hello, world!', 'utf8', 'hex'); encryptedData
+= cipher.final('hex');

console.log(encryptedData);



The following code snippet shows how to decrypt the encrypted data using
the same key and iv:

const crypto = require('crypto');

const algorithm ='aes-256-cbc'; const key = crypto.randomBytes(32); const
iv = crypto.randomBytes(16);

const decipher = crypto.createDecipheriv(algorithm, key, iv); const
decryptedData = decipher.update(encryptedData, 'hex', 'utf8');
decryptedData += decipher.final('utf8');

console.log(decryptedData);

Hashing

The crypto module can be used to hash data using a variety of algorithms.
The following code snippet shows how to hash a string using the SHA-256
algorithm:

const crypto = require('crypto');

const algorithm ='sha256'; const hash = crypto.createHash(algorithm);
hash.update('Hello, world!');

const hashedData = hash.digest('hex');

console.log(hashedData);

The output of the above code snippet is a 64-character hexadecimal string.
This string can be used to verify the integrity of the original data. If the



original data is modified in any way, the hashed value will change.

Digital Signatures

The crypto module can be used to create and verify digital signatures. The
following code snippet shows how to create a digital signature for a string
using the RSA algorithm:

const crypto = require('crypto');

const algorithm ='rsa-sha256'; const privateKey = crypto.createPrivateKey({
key: fs.readFileSync('private.key').toString(),format: 'pem' });

const sign = crypto.createSign(algorithm); sign.write('Hello, world!'); const
signature = sign.sign(privateKey);

console.log(signature.toString('hex'));

The following code snippet shows how to verify a digital signature using the
same public key:

const crypto = require('crypto');

const algorithm ='rsa-sha256'; const publicKey = crypto.createPublicKey({
key: fs.readFileSync('public.key').toString(),format: 'pem' });

const verify = crypto.createVerify(algorithm); verify.write('Hello, world!');
const verified = verify.verify(publicKey, signature);

console.log(verified);



If the signature is valid, the output of the above code snippet will be `true`.
Otherwise, the output will be `false`.

The Node.js crypto module provides a set of functions that can be used to
perform common cryptographic operations. These functions can be used to
encrypt and decrypt data, create and verify digital signatures, and hash
data. In this guide, we have provided a comprehensive overview of the
crypto module and its most common functions. We have also provided
code examples to show how to use these functions to perform common
cryptographic tasks.
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